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ABSTRACT 
 
 
 
 
This project presents an embedded cryptosystem for PC based wireless 
communication using the XTend OEM RF modules. It focuses mainly on 
cryptography and its implementation in an embedded system. The Extended Tiny 
Encryption Algorithm (XTEA) is the chosen encryption method. This is due to the 
fact that it is a cryptographic algorithm designed to minimize memory footprint and 
maximize speed. Being flexible and fast in software, XTEA is fast in hardware as 
well. A Graphical User Interface (GUI) is designed for the application whereby the 
user communicates with another user through it. It is able to send and also display 
the data exchange between two PC users. When data is entered in one of the PC, the 
PIC18F14K50 microcontroller encrypts the data before it is transmitted wirelessly 
from one PC to another through the XTend OEM RF modules. The ciphertext is then 
received by the XTend OEM RF module at the other PC but will remain encrypted 
unless the receiver inputs the correct key. This key is used to decrypt the ciphertext 
into its original data. When the receiver from the other PC enters the correct key, the 
ciphertext will be decrypted by the PIC18F15K50 microcontroller and the original 
data will be displayed in the GUI. The resultant hardware is two sets of identical 
cryptography wireless module which are able to perform both the encryption and 
decryption process, connected to the GUI in two different PC. This project produces 
a secure mean for safe wireless communication on PC level. 
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ABSTRAK 
 
 
 
 
Projek ini menyampaikan kriptosistem untuk komunikasi tanpa wayar tahap 
PC dengan menggunakan modul XTend OEM RF. Ia berfokuskan kriptografi dan 
implikasinya dalamsistem terbenam. Extended Tiny Encryption Algorithm (XTEA) 
merupakan method enkripsi yang terpilih. Hal ini demikian kerana ia adalah suatu 
logaritma kriptografi direka untuk meminimakan saiz memori dan memaksimakan 
kelajuan. Oleh kerana ia fleksibel dan cepat dalam software, XTEA juga adalah  
cepat dalam hardware. Satu „Graphical User Interface‟ (GUI) dibina untuk aplikasi di 
mana pengguna berkomunikasi antara satu sama lain melaluinya. Ia boleh 
menghantar dan memapar data perhubungan antara dua PC. Apabila data dihantar, 
mikrokontroller PIC18F14K50 mengenkrip data tersebut sebelum ditransmisi dari 
satu PC ke PC yang lain melalui modul XTend OEM RF. „Ciphertext‟ akan diterima 
oleh modul XTend OEM RF pada PC yang lagi satu tetapi tidak akan didikrip 
melainkan kata kunci yang betul dimasuk oleh pengguna kedua. Data yang telah 
didikrip kemudiannya akan terpapar pada GUI. Hasilnya ialah dua set modul tanpa 
wayar yang boleh menjalani proses enkripsi dan dikripsi dengan menghubung 
dengan GUI pada PC. Projek ini menghasilkan suatu kaedah yang selamat untuk 
komunikasi tanpa wayar pada tahap PC. 
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CHAPTER 1 
 
 
 
 
INTRODUCTION 
 
 
 
 
1.1 Introduction 
 
 
Men are social beings. Communication has and will always play an integral 
part in their lives. As men evolve and progress, so does its communication skills. 
These communication skills have developed to the extent that the information passed 
must be at times concealed and protected for reasons such as integrity, authenticity 
and confidentiality. The increasing need and interest in information protection have 
given rise to a new scientific field called cryptology. Cryptology is divided to two 
areas: cryptography and cryptanalysis.  
 
 
Cryptography, in essence is the art of hiding information. It is a technique 
used to hide the meaning of a message and is derived from the union of the Greek 
words „kryptό‟ which means hidden and „gráfo‟ which means to write. This is 
different from steganography techniques in that one is not hiding the actual message, 
only the meaning of the message. If a message were to fall into the hands of the 
wrong person, cryptography should ensure that that message could not be read. 
Typically the sender and receiver agree upon a message scrambling protocol and 
methods for encrypting and decrypting the messages beforehand.  
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On the other hand, cryptanalysis deals with the breaking of the encrypted 
information. It is the study of methods for obtaining the meaning of encrypted 
information, without access to the secret information. Typically, this involves 
knowing how the system works and finding a secret key. In other words, this is the 
practice of code breaking or cracking the code. The process flow of a cryptosystem is 
simple in principle. However, the difficult and challenging part is to ensure that the 
cryptosystem is strong enough to withstand attacks.  
 
 
Today, cryptanalysis is practiced by a broad range of organizations: 
governments try to break other governments' diplomatic and military transmissions; 
companies developing security products send them to cryptanalysts to test their 
security features and to a hacker or cracker to try to break the security of web sites by 
finding weaknesses in the securing protocols. It is this constant battle between 
cryptographers trying to secure information and cryptanalysts trying to break 
cryptosystems that moves the entire body of cryptology knowledge forward. 
 
 
For this project, the Extended Tiny Encryption Algorithm (XTEA) has been 
chosen as the cryptography method. This is due to the reason of it being rather 
flexible and small in size which makes it run fast in software. XTEA is the precursor 
of Tiny Encryption Algorithm (TEA) designed by David Needham and Roger 
Wheeler to correct the weaknesses in TEA. 
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1.2  Problem Statement 
 
 
In the last few decades, the information and communication technology 
industry has evolved such that it is increasingly permeating all aspects of our 
everyday life from emails, social networking to e-commerce. As we get 
progressively dependent on computers and communications networks, demand for 
ever more sophisticated mobile and wireless technologies in terms of security 
expands.  However, whether or not the communication happens with the internet 
does not matter because as long as there is interaction between A and B, online or 
offline, wireless communication puts users at risk of data interception. Data, 
regardless of its level of confidentiality causes one vulnerable to attacks once it is 
passed to the wrong hand. 
 
 
 
 
1.3  Objective 
 
 
This project aims to produce a safe measure for wireless data communication 
which is fast and easy to use. This is achieved by implementing XTEA in an 
embedded system for PC based wireless communication using the XTend OEM RF 
module. When data is input from one end user, the microcontroller should be able to 
immediately encrypt the input and transmit it over to the other end user. The 
microcontroller then decrypts the encrypted data and the original message will be 
displayed. 
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1.4  Scope of Project 
 
 
The project encompasses interfacing XTEA in an embedded system using the 
PIC18F14K50 for PC based wireless communication. The wireless module used is 
the XTend OEM RF module by MaxStream. 
 
 
XTEA is an encryption/decryption algorithm which is has little memory 
footprint, fast and is simple to use. Data is sent from one PC to another wirelessly 
after it is encrypted by the PIC. The encrypted data prevents leakage of secret or vital 
information should there be an intercept because it is only decrypted when it has 
reached the other end user. 
 
 
 
 
1.5 Organization of Thesis 
 
 
This thesis is a combination of five chapters which includes the introduction, 
literature review, methodology, result and conclusion. 
 
 
Chapter 1 is the introduction to the project. In this chapter, the project is 
given an overview whereby it discusses the background leading to the project, 
problem statement, and the objectives to be achieved. 
 
 
Chapter 2 is a compilation of literatures related to the project. Past 
developments, achievements and the milestone of cryptography, notably the XTEA, 
are discussed in this chapter. 
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 Chapter 3 comprises of the project methodology. There are two main parts: 
hardware development and software development. Hardware development of the 
project includes the hardware components and how they are set up in stages. 
Software development relates the program development in C language. 
 
 
 Chapter 4 presents the result and discussion of this project. This chapter is 
mainly made up of simulations and their analysis to test the versatility of the project. 
 
 
 Chapter 5 is the final chapter in which this project is wrapped up. An 
executive summary is given and recommendations are made for future improvement 
of the project.  
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CHAPTER 2 
 
 
 
 
LITERATURE REVIEW 
 
 
 
 
2.1  Cryptography: A Brief History 
 
 
Natural language ciphers have existed for over 4,000 years, with the 
Egyptians being the first that is known to engage in the practice. Not long after the 
first text was encrypted, the art of decrypting the cipher- cryptanalysis; emerged. The 
history of cryptography can be broadly divided into three phases:  
 
1. From ancient civilizations to the nineteenth century and the first part of the 
twentieth century, with relatively simple algorithms that was designed and 
implemented by hand. 
2. Extensive use of encrypting electro-mechanical machines, around the period 
of the Second World War. 
3. Ever more pervasive use of computers, about in the last fifty years, supported 
by solid mathematical basis [3]. 
 
 
Early ciphers used substitution to replace letters and eventually evolved to 
also include transpositions of characters as well as simple substitution. Julius Caesar 
was the first recorded user of the substitution technique. Many experts in the field of 
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cryptography have argued that all good cryptographers are also good at 
cryptanalysis. The idea is that if one has experience with methods of attack and 
cracking codes, he or she probably has better ideas on how to construct codes that 
cannot be cracked. 
 
 
After World War I had ended, in 1926 the German Navy adopted the use of a 
family of electro-mechanical encryption devices that became collectively known as 
the Enigma machine. The device proved to be so effective that by World War II their 
use had spread to every branch of the German military.  The enigma machine is said 
to have kick start the cryptography revolution. 
 
 
The dawn of the computer age has brought about the invention of new 
mathematical techniques to accelerate the cryptography process to even better 
methods of encryption. In fact today, cryptography has become so advanced that 
many of the ciphers are considered to be unbreakable, in a relative term. Although it 
might take as long as several decades for one of today's computers to systematically 
decode a ciphertext produced by some of today's leading methods of encrypting, 
there is no guarantee that it would never be cracked.  
 
 
In order for the ciphertext to be at all useful to the intended receiver, it must 
have some form of order to it, no matter how obscure this sense of order may be. 
Herein lies the problem. If there is an order to the cipher, regardless of how remote, 
there will always be the possibility that someone will find a way to exploit this order, 
and eventually crack the cipher [11]. Thus, the discovery of an absolutely secure 
means of communication continues to elude cryptologists today.  
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2.2  Standards 
 
 
Over the course of the years, cryptography has gained worldwide interests so 
much so that a standard encryption algorithm was requested to standardize the 
presently available cryptography methods back in the early 70s. From then on, the 
Data Encryption Standard (DES) was proposed. However over time, the DES was 
found to be insecure in many applications. This is chiefly due to the 56-bit key size 
being too small and in 1999 where the collaboration between distributed.net and the 
Electronic Frontier Foundation managed to publicly break a DES key in 22 hours and 
15 minutes. Therefore eventually in 2001, a new method called the Rijndael was 
announced as the new Advanced Encryption Standard (AES) to replace DES. 
 
 
 
 
2.2.1 Data Encryption Standard (DES) 
 
 
The Data Encryption Standard (DES) [8] is a cipher selected as an official 
Federal Information Processing Standard (FIPS) for the United States in 1976. As a 
block cipher DES operates on blocks with a size of 64 bits. The key also consists of 
64 bits; only 56 of these are actually used by the algorithm, the other ones are parity 
check bits. The overall structure consists of a so-called Feistel network with 16 
identical base rounds with 8 substitution boxes (S-Boxes), an initial permutation, a 
final permutation, and a separate key schedule.  
 
 
The whole cipher consists only of bit operations, namely shifts, bit-
permutations and exclusive-or operations. The introduction of DES is considered to 
have been a catalyst for the academic study of cryptography, particularly of methods 
to crack block ciphers. Figure 2.1 shows the feistel function of DES. 
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Figure 2.1: The feistel function of DES 
 
 
 
 
2.2.2  Advanced Encryption Standard (AES) 
 
 
 AES was announced by National Institute of Standards and Technology 
(NIST) on 26 November 2001 after a 5 year standardization process before Rijndael 
was selected as the most suitable. It became effective as a Federal government 
standard after approval by the Secretary of Commerce. The Rijndael cipher was 
developed by two Belgian cryptographers, Joan Daemen and Vincent Rijmen. 
 
 
 AES is based on a design principle known as a substitution permutation 
network and is fast in both software and hardware. Unlike its predecessor, DES, AES 
does not use a Feistel network. AES has a fixed block size of 128 bits and a key size 
of 128, 192, or 256 bits, whereas Rijndael can be specified with block and key sizes 
in any multiple of 32 bits, with a minimum of 128 bits. The block size has a 
maximum of 256 bits, but the key size has no theoretical maximum.  
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The AES cipher is specified as a number of repetitions of transformation 
rounds that convert the input plaintext into the final output of ciphertext. Each round 
consists of several processing steps, including one that depends on the encryption 
key. A set of reverse rounds are applied to transform ciphertext back into the original 
plaintext using the same encryption key. 
 
 
 
 
2.3  Tiny Encryption Algorithm (TEA) 
 
 
 In cryptography, TEA is a block cipher notable for its simplicity of 
description and implementation, typically a few lines of code. It was designed by 
David Wheeler and Roger Needham of the Cambridge Computer Laboratory and was 
first published in the proceedings of the Fast Software Encryption workshop in 1994. 
The main goal of their design at that time was to produce a cipher that is simple, 
short and does not rely on large tables or pre-computations [1].  
 
 
 TEA uses only simple addition, XOR and shifts functions, and has very small 
code size. This makes TEA an ideal candidate to provide data security services for 
wireless sensor network (WSN). Even though TEA was proposed mainly for 
software implementations, its simple design makes it also very suitable for hardware 
implementation.  
 
 
TEA operates on 64-bit blocks and uses a 128-bit key. It has a Feistel 
structure with a suggested 64 rounds, typically implemented in pairs termed cycles. It 
has an extremely simple key schedule, mixing all of the key material in exactly the 
same way for each cycle. Different multiples of a magic constant are used to prevent 
simple attacks based on the symmetry of the rounds. Figure 2.2 shows the adaptation 
of the TEA in C code. 
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 Figure 2.2: Adaptation of the reference encryption and decryption routines in C 
 
 
 
Figure 2.3: Two Feistel rounds of the TEA 
